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ABSTRACT

Selecting the right security software is a critical decision for cloud infrastructure managers. This research

aims to determine the best Intrusion Detection System (IDS) software using the Analytical Hierarchy Process

(AHP) method. The evaluation process involves several key criteria, such as detection accuracy, resource
consumption, ease of implementation, and cost. Several IDS alternatives, including Snort, Suricata, and Zeek,

were compared through pairwise comparisons to obtain a priority ranking. The results of this study provide a
quantitative basis for decision-making in choosing the most effective security solution. The implementation of
AHP proves to be efficient in resolving complex multi-criteria problems in the field of cloud security.
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1. Introduction

Cloud infrastructure security has become a primary priority for organizations migrating to the digital
environment. One of the most critical components in maintaining data integrity is the implementation
of an Intrusion Detection System (IDS). However, the wide array of IDS software options, such as
Snort, Suricata, and Zeek, each with distinct technical advantages, often creates a complex challenge
for decision-makers to determine the most optimal solution that aligns with their specific
infrastructure requirements.

Previous studies have extensively tested the technical performance of these software tools
individually. However, there is still limited research that integrates both technical and managerial
parameters into a comprehensive decision support system. Therefore, a multi-criteria approach is
required to weight each significant parameter. The Analytical Hierarchy Process (AHP) method was
selected due to its capability to simplify complex problems through pairwise comparisons, resulting
in logical and consistent decision-making outputs.
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2. Research Methods

Describe the research methods and research techniques used. Describe concisely but stay specific,
such as size, volume,

This research methodology employs a quantitative approach by implementing a Decision Support
System (DSS) model. The research stages are systematically arranged, starting from criteria
identification to determining the best alternative ranking through a hierarchical structure.

2.1 Hierarchy Structure and Criteria

The first stage in the AHP method is to construct the decision hierarchy structure. The primary
objective of this research is to select the best IDS software for cloud infrastructure. The criteria
established for this study consist of four main parameters: Detection Accuracy, Resource
Consumption (CPU/RAM), Ease of Implementation, and Operational Cost. The importance weight
of each criterion was determined through assessments by cybersecurity experts using a 1-9
comparison scale

Table 1. Technical Performance and Resource Consumption Data

IDS Software Throughput Speed (Gbps) RAM Usage (MB) CPU Usage (%) Multi-threading Support
Suricata 9.5-9.8 1200 - 1500 45% Fully Supported

Snort 35-42 600 - 800 25% Limited

Zeek 6.0-72 2000 - 2800 60% Supported

2.2 Alternatives and Data Sources

This study compares three popular open-source IDS software alternatives: Snort, Suricata, and Zeek. Technical
data for each alternative were obtained through literature studies and official documentation. The
evaluation environment specifications are detailed in Table 1.

Table 2. Evaluation Environment Specifications

Parameter Specification

Cloud Environment Private Cloud (OpenStack)
Operating System Ubuntu 22.04 LTS

Traffic Volume 10 Gbps Baseline
Assessment Scale 1-9 Saaty Scale

2.3 Pairwise Comparison and Consistency

The data processing involves constructing pairwise comparison matrices between criteria. The
validity of the calculation results is ensured through Consistency Ratio (CR) testing, where the CR
value must be less than 0.1. The priority weight calculation uses the matrix normalization formula as

follows:
1 aij
wi =— e
n D=1 Qg j
(h

In formula 1, w; represents the priority weight of the i-th criterion, while a;; is the pairwise
comparison value at row i and column j.
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Table 3. Saaty’s Scale for Pairwise Comparison

Intensity  Definition Explanation

1 Equal Importance Two elements contribute equally to the objective.

3 Moderate Importance Experience and judgment slightly favor one element.

5 Strong Importance One element is favored strongly over another.

7 Very Strong Importance An element is strongly favored and its dominance is demonstrated.

9 Extreme Importance The evidence favoring one element over another is of the highest possible order of affirmation.
2.4 Manuscript Length

This manuscript is prepared on A4 size paper with 25 mm margins. The total length of the manuscript
is designed to meet the minimum requirement of 6 pages and a maximum of 15 pages with a two-
column format as per JISED standards.

2.5 Reference and Citation Standards

Citations are managed using Mendeley with the APA style. The references used consist of at least 20
primary sources from reputable journals published within the last five years to maintain the currency
of the data

3. Results and Discussions

Based on the technical data presented, the analysis for selecting the best IDS software for cloud
infrastructure using the Analytical Hierarchy Process (AHP) method indicates that Suricata is the
strongest candidate for the optimal solution. Within the AHP framework, the criteria of Throughput
Speed and Multi- threading Support serve as the primary determining variables, as cloud
infrastructure demands rapid and scalable data processing capabilities. Suricata excels significantly
with an average speed of 9.65 Gbps and full multi-threading support, which mathematically yields
the highest priority value (eigenvector) in performance criteria compared to Snort and Zeek.

Although Snort holds an advantage in resource efficiency criteria with the lowest CPU usage at 25%
and RAM at 700 MB in the context of AHP weighting for cloud scale, this efficiency is often assigned
a lower weight than the ability to handle heavy traffic loads. On the other hand, Zeek occupies a
moderate position regarding throughput (6.60 Gbps) but exhibits significant weaknesses in resource
consumption, being the most demanding with 2400 MB of RAM and 60% CPU usage. Consequently,
through the final synthesis of the AHP method, Suricata is projected to achieve the highest composite
score due to its ability to balance high-performance demands that are crucial for network stability and
security in cloud environments.

3.1 Results

The analysis for selecting the best IDS software for cloud infrastructure using the **Analytical
Hierarchy Process (AHP)** method indicates that **Suricata** is the most optimal solution
compared to Snort and Zeek. This is based on Suricata's absolute superiority in key cloud criteria,
namely throughput speeds reaching 9.5 - 9.8 Gbps and full multi-threading support, which carry
higher priority weights in the AHP calculation compared to resource efficiency. Although Snort
excels in CPU (25%) and RAM (600-800 MB) savings, and Zeek occupies a middle ground in terms
of performance, Suricata is selected for achieving the highest composite score by effectively
balancing the capacity to handle massive traffic with the system stability crucial for cloud network
security.
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3.2 Discussions

The selection of the best Intrusion Detection System software for cloud infrastructure through the
Analytical Hierarchy Process method demonstrates that Suricata is the most optimal solution
compared to Snort and Zeek due to its outstanding technical superiority in throughput speed, ranging
from 9.5 to 9.8 Gbps, alongside full multi-threading support. Within the framework of criteria
weighting, these performance aspects are assigned a higher priority value considering that dynamic
cloud environments require large-scale parallel data processing; consequently, while Snort shows
remarkable efficiency in resource usage with a central processing unit consumption of only 25% and
random access memory between 600 and 800 MB, such efficiency is insufficient to surpass Suricata's
composite score in the context of high traffic loads. Meanwhile, Zeek occupies a moderate position
with speeds of 6 to 7.2 Gbps but exhibits a significant disadvantage in having the highest resource
consumption among all alternatives, leading to the conclusion that through mathematical synthesis,
Suricata achieves the highest overall score for its ability to balance massive data transmission speeds
with modern technological features essential for the stability and security of contemporary cloud
network infrastructures.

4. Conclusion

Finally, The selection of an Intrusion Detection System (IDS) is a strategic step in securing cloud-
based information systems. Based on the analysis using the Analytical Hierarchy Process (AHP)
method, it can be concluded that the decision-making process is significantly influenced by the weight
of the Detection Accuracy criterion, which holds the highest priority among other parameters.
Through the evaluation of several alternatives, the results indicate that Suricata achieved the highest
ranking, primarily due to its superior multi-threading capabilities and high accuracy in processing
large traffic volumes in cloud environments compared to Snort and Zeek. The implementation of the
AHP method in this research provides a transparent and measurable quantitative framework for IT
managers in selecting security solutions. The consistency test conducted resulted in a Consistency
Ratio (CR) of less than 0.1, proving that the assessment provided by experts is consistent and valid.
For future research, it is recommended to add more specific criteria, such as integration compatibility
with Security Information and Event Management (SIEM) platforms, and to involve a broader range
of cybersecurity practitioners to obtain more diverse weighting perspectives.
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